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1. Definitions

The terms, words, and phrases used in this Policy shall have the same meaning as are
ascribed to them in the Telecommunications Law unless this Policy expressly provides
for otherwise, or the context in which those terms, words and phrases are used in this
Policy requires otherwise. For the purposes of this Policy, the following terms and words
shall have the meanings ascribed to them below:

14,

1.2
1.3.

1.4.

1.5.

1.6.

37

1.8.

Address-Harvesting means the collecting, capturing, and compiling of an
Electronic Address by means of software, tools, technologies or other
methods of generating an Electronic Address;

Annex has the meaning ascribed to it in Article 3.2;

Consent means the consent or approval by a Recipient to receive
Electronic Communications, as required by this Regulatory Policy or the
Annexes issued under it;

Customer means the Recipient of an Electronic Communication sent by a
Licensee under its general terms and conditions for the provision of
Telecommunications Services provided to customers;

Electronic Address means a number or alphanumeric string by which a
Recipient of an Electronic Communication can be identified and contacted
on a particular type of Telecommunications Network, such as an electronic
mail address, URL, SIP or a telephone number;

Electronic Communications means the communications conveyed by
means of a Telecommunications Network to an Electronic Address:

Marketing Electronic Communications means a form of Electronic
Communications sent:

1.7.1. with the purpose of offering to supply goods, services or business
opportunity;

1.7.2. with the purpose of advertising or promoting; goods, services or
business opportunities; or

1.7.3. for any other purpose designated by the TRA.

Opt-in Procedure means the process under which Consent must be
specifically obtained from a Recipient, and if the Recipient does not give
that Consent, then the Recipient shall be deemed to have not to have
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1.13.

1.14.

1.15.

1.16.
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given permission for that Recipient to be sent communications from the
relevant sender;

Opt-out Procedure means the process under which Consent does not
need to be specifically obtained from a Recipient, and each Recipient is
deemed to have given permission to receive communications from the
relevant sender unless that Recipient has expressly specified otherwise;

Recipient means a person who receives Electronic Communications via
or at an Electronic Address;

Spam means Marketing Electronic Communications sent to a Recipient
without obtaining that Recipient’'s Consent;

Subscribe means the option for a Recipient who has previously indicated
that the Recipient does not want receive communications, to indicate
instead that the Recipient does want to receive communications;

Telecommunications Law means the Federal Law by Decree No 3 of
2003 Regarding the Organisation of the Telecommunications Sector, as
amended,

Unsubscribe means the option for a Recipient who has previously
indicated that the Recipient does want to receive communications, to
indicate instead that the Recipient does not want to receive
communications;

UAE Link means, with respect to an Electronic Communication, where:

1.15.1. the Electronic Communication originates in the UAE;

1.15.2. the Electronic Communication originates from an individual or
company physically located in the UAE;

1.15.3. the device used to access the Electronic Communication is
located in the UAE; or

1.15.4. the Recipient of the Electronic Communication is physically
present in the UAE; and

Unsolicited Electronic = Communications means  Electronic
Communications sent to a Recipient without obtaining that Recipient's
Consent.
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2 Legal References

2.1.

22

Article 13(1) of the Telecommunications Law grants the TRA the Authority
to exercise its functions and powers to “ensure that the
Telecommunication Services provided throughout the State, are sufficient
to satisfy the public demands of those who wish to make use of such
services”.

Article 14(3) of the Telecommunications Law grants the TRA the authority
to issue policies with respect to “the terms and level of services provided
by the Licensees to users, including the standards and quality of service
provided, the terms and conditions of supply of such services, the
handling and resolution of user complaints and disputes, the provision of
information to users, the use of user information and the rendering of bills
to users”.

3. Scope

.5

3.2

3.3.

34.

3.5.

This Regulatory Policy applies to all Electronic Communications with a
UAE Link.

This Regulatory Policy sets out in general terms the rules which will apply
to Unsolicited Electronic Communications having a UAE Link. The TRA
may from time to time, publish rules on the implementation of this Policy in
specific circumstances, each of which shall be referred to in this Policy as
an “Annex’”.

Subject to Article 3.4, the Licensees shall be in full compliance with this
Regulatory Policy by no later than the 30 June 2010.

The Licensees shall be in full compliance with the provisions of each of
the Annexes, by or at the time indicated in each of those Annexes.

For the avoidance of doubt, Licensees are obliged to comply with this
Regulatory Policy and the Annexes in relation to Unsolicited Electronic
Communications having a UAE Link whether or not those Unsolicited

Electronic Communications originates from within or from outside the
UAE.
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4. Purpose

The purpose of this Regulatory Policy and the Annexes is to minimise the transmission of
Unsolicited Electronic Communications having a UAE Link in order to:

4.1.

4.2.

43.

4.4,

promote secure and trusted Information and Communication Technologies
in the UAE;

promote effective use of information and communication technologies to
bring about a good and healthy business environment in the UAE;

reduce cost and time spent on unwanted Electronic Communications from
both public and business entities; and

create a safer communications environment.

S. The Policy

51.

5.2.

5.3.

54.

5.5.

5.6.

The Licensees shall be under a general obligation to put all practical
measures in place to minimise the transmission of Spam having a UAE
Link across their Telecommunications Networks.

The Licensees will fail to comply with their obligations contained in this
Regulatory Policy and the Annexes if they are aware of Spam having an
UAE Link is being sent to or from a particular Electronic Address and they do
not take all practical means to end the transmission of that Spam.

The Licensees will fail to comply with their obligations contained in this
Regulatory Policy and the Annexes if they are aware of Spam having an
UAE Link sent to or from a particular Electronic Address and do not take all
practical means to prevent the future transmission of such Spam.

The Licensees shall take appropriate measures to educate and raise
awareness of their Customers in relation to this Regulatory Policy and the
Annexes.

The Licensees shall ensure that Consent is obtained from an intended
Recipient before sending their own Marketing Electronic Communications to
that intended Recipient, unless specified otherwise in the Annexes.

The Licensees’ own Marketing Electronic Communications shall include
accurate and specific identification of the sender.
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Licensees shall not sell, supply, use, share, or knowingly allow access or
right of use to any tools, software, hardware or mechanisms that facilitate
Address Harvesting and the generation of Electronic Addresses.

The TRA may, at its discretion, request additional information from the
Licensees in relation to Spam having a UAE Link, which may include
among other matters, statistics, and periodical reports on practical
measures taken to minimise or prevent the transmission of Spam.

6. Consent Principles

B6.1.

6.2.

6.3

6.4.

6.5.
6.6.

6.7

Licensees shall comply with the Consent principles set out in this section
as applicable.

Licensees shall ensure that the following Consent principles are reflected
in any agreement connected with the provision of Electronic
Communications which they conclude with their customers.

All forms of Consents are acceptable as so long as the Consent can be
stored and presented in tangible form when required by the TRA.

Licensees shall not withhold or otherwise refuse to provide a service
based on a Customer’'s failure to give Consent as required under this
Policy or any of the Annexes issued under it.

The process of obtaining Consent shall be clear and transparent.

The record of a Consent which is required to be retained by a Licensee
shall include the date, time, the words or other content by which the
Customer indicates that Customer’s consent, and the Customer’s identity.
The record of a Consent shall also include IP addresses where the
Consent was received through or via communications carried over the
Internet. The record of a Consent shall include fixed line or mobile
telephone numbers in case the Consent was received through a fixed line
or mobile telephone. Where the Consent is in writing, the record of that
Consent shall include the Customer’s signature.

Unless otherwise stated in an Annex, records of Consents shall be
retained for the entire period during which Marketing Electronic
Communications are sent to the Recipient.
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6.8. The process by which Consent is obtained will always follow an Opt-in
Procedure unless otherwise specifically provided for in the relevant Annex.

6.9. The processes by which Consent is obtained may differ according to the
services and circumstances and are set out in the Annexes.

6.10. A means by which a Recipient may Unsubscribe shall be provided for in
all Marketing Electronic Communications.

6.11. Electronic Communications shall not be used for the purpose of
persuading a Customer not to use an Opt-out Procedure or to
Unsubscribe or Subscribe.

6.12. Where offered, the option for a Recipient to Subscribe or Unsubscribe
shall be offered without charge.

6.13. Licensees shall be permitted to implement measures that prevent misuse
of Subscribe and Unsubscribe options provided those measures are
approved by the TRA prior to implementation.

7. Government Exemption

This Policy and its Annexes shall not apply to any Electronic Communications sent by any
Government Entities. Further, this Policy and its Annexes will not apply to any Licensee with
respect to the carriage or transmission of those Electronic Communications.

8. Effective Date

This Regulatory Policy shall be effective upon the date of its issuance.

9. Modification of Obligations

The TRA may, at its sole discretion, modify the obligations contained in this Regulatory
Policy or any Annexes issued under it.

10. Publication

The TRA reserves the right to publish this Regulatory Policy and the Annexes at its sole
discretion and without notice to the Licensees.

Page 9 of 9



	TRA Regulatory Policy - Unsoliited Electronic Communications 1
	TRA Regulatory Policy - Unsoliited Electronic Communications 2
	TRA Regulatory Policy - Unsoliited Electronic Communications 3
	TRA Regulatory Policy - Unsoliited Electronic Communications 4
	TRA Regulatory Policy - Unsoliited Electronic Communications 5
	TRA Regulatory Policy - Unsoliited Electronic Communications 6
	TRA Regulatory Policy - Unsoliited Electronic Communications 7
	TRA Regulatory Policy - Unsoliited Electronic Communications 8
	TRA Regulatory Policy - Unsoliited Electronic Communications 9

