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1 Definitions

Unless the context requires or this Annex expressly provides for otherwise, terms,
words and phrases used in this Annex shall have the same meaning as are ascribed
to them in the Unsolicited Electronic Communications Regulatory Policy, V. 1.0, as
amended from time to time, and failing that, the Telecommunications Law, and failing
that, any other instrument in the Regulatory Framework. For the purposes of this
Annex, the following terms and words shall have the meanings ascribed to them

below:
3 s 1

1.2

1.3

14.

1.8.

1.6.

1.7,

1.8.

1.9.

1.10.

Address List means a list comprising one or more Electronic
Addresses;

Existing Messaging Services Contract means a contract entered into
by a Licensee with a Messaging Service Customer to provide Licensee
Messaging Services, which contract was entered into before the
effective date of this Annex;

Existing Mobile Customer means a Mobile Customer to whom mobile
telecommunications service are provided by a Licensee before the
effective date of this Annex;

Licensee Messaging Services means services pursuant to which a
Licensee, on behalf of a Messaging Service Customer, sends Mobile
Text Messages simultaneously to more than one Recipient;

Licensee’s Messaging Services Contracts means all of the Existing
and New Messaging Services Contracts;

Licensee’s Own Marketing Electronic Communications means
Marketing Electronic Communications sent by a Licensee to a Mobile
Customer using Mobile Text Messages for the purpose of marketing
services offered by that Licensee or an associated company;

Messaging Service Customer means a customer who enters in to a
contract with a Licensee for the provision of Licensee Messaging
Services;

Mobile Customer Consent Request means any form of communication
from a Licensee requesting the permission of a Mobile Customer to
receive Marketing Electronic Communications;

Mobile Customer means a customer to whom a Licensee provides
mobile telecommunication services;

Mobile Spam means Spam sent as a Mobile Text Message;
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1.11. Mobile Text Message means a message transmitted between mobile
telephone devices over a Public Telecommunications Network, including
but not limited to messages sent using a Short Message Service (SMS)
or a Multimedia Messaging Service (MMS);

1.12. New Messaging Services Contract means a contract entered into by a
Licensee with a Messaging Service Customer to provide Licensee
Message Services to that customer, which contract is entered into after
the effective date of this Annex;

1.13. New Mobile Customer means a Mobile Customer to whom mobile
telecommunications services are provided by a Licensee after the
effective date of this Annex;

1.14. Opt-out Notification has the meaning ascribed to it in Article 4.2;

1.15. Opt-out Request has the meaning ascribed to it in Article 4.3;

1.16. Subscribe Notification means a notification by a Mobile Customer to a
Licensee that the Mobile Customer wishes to Subscribe; and

1.17. Unsubscribe Notification means a notification by a Mobile Customer to
a Licensee that the Mobile Customer wishes to Unsubscribe.

2. Scope

2.1. The purpose of this Annex is to set out the particular obligations required
of Licensees in relation to Mobile Spam.

2.2. Unless stated otherwise, the provisions set out in the Unsolicited
Electronic Communications Regulatory Policy apply to the subject matter
of this Annex, unless it is expressly stated otherwise.

2.3. The Licensees shall be in full compliance with this Annex by no later
than the 30th June 2010, other than for the provisions of Article 9.1, with
which the Licensees shall be in full compliance by no later than the 31st
January 2010.

3. New Mobile Customers

3.1.  All of the following Opt-in Procedures shall apply to all New Mobile
Customers.

3.2. The Licensees shall not send Licensee’'s Own Marketing Electronic

Communications to a New Mobile Customer unless a Consent has been
received which fulfils all the requirements of this Annex and those set
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3.4.
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out in the Unsolicited Electronic Communications Regulatory Policy, as
applicable.

The following shall apply to any Licensee wishing to send Licensee's
Own Marketing Electronic Communications to a New Mobile Customer:

3.3.1.

33.2.

3.3.3.

3.3.4.

A Licensee shall send a Mobile Customer Consent Request to
New Mobile Customers.

The Mobile Customer Consent Request shall clearly state that
the Licensee is requesting Consent from the Mobile Customer in
order to send Licensee’s Own Marketing Electronic
Communications.

The Mobile Customer Consent Request may use such terms as
“promotions”, “offers” and “discounts”, provided that they do not

mislead the New Mobile Customer.

The Mobile Customer Consent Request may be made by Mobile
Text Message or by any other means other than by way of voice
calls, whether fixed or mobile.

When, pursuant to Article 3.3.1 the Mobile Customer Consent Request
is made by Mobile Text Message, the following applies:

3.4.1.

34.2.

3.4.3.

3.4.4.

The Mobile Customer Consent Request may only be sent to the
Mobile Customer once.

If no response to the Mobile Customer Consent Request has
been received from the Mobile Customer within one month of
the date on which the Mobile Customer Consent Request was
sent, the Licensee is permitted to send a second Mobile
Customer Consent Request.

If, following the sending of a second Mobile Customer Consent
Request, no response is received from the Mobile Customer
within one month of the date on which the second Mobile
Customer Consent Request was sent, the Mobile Customer
shall be deemed to have decided that it does not want the
Licensee to send it the Licensee’'s Own Marketing Electronic
Communications.

The Licensees shall not be permitted to send any further Mobile
Customer Consent Requests after the second Mobile Customer
Consent Request.
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4. Existing Mobile Customers

4.1.

4.2

4.3.

All of the following Opt-out Procedures shall apply to all Existing Mobile
Customers.

The Licensees shall notify all Existing Mobile Customers (the “Opt-out
Notification”) that they are currently deemed to have agreed to receive
Licensee’s Own Marketing Electronic Communications and that they
have the option of deciding that they do not want to receive Licensee’s
Own Marketing Electronic Communications.

Following the sending of the Opt-out Notification, a Licensee shall be
permitted to continue send Licensee’'s Own Marketing Electronic
Communications to an Existing Mobile Customer unless that Existing
Mobile Customer notifies the Licenses that it does not want to receive
the Licensee’s Own Marketing Electronic Communications (the “Opt-out
Request”).

5. Records

5.1.

5.2.

6.1.

6.2.

For the entire period of time during which Licensee’s Own Marketing
Electronic Communications are being sent to Mobile Customers, and for
two years after the last of the Licensee's Own Marketing Electronic
Communications was sent to the Mobile Customer, the Licensees shall
keep records of:

5.1.1. Consents received in response to Mobile Customer Consent
Requests; and

5.1.2. Subscribe Notifications.

For a period of two years after their receipt from a Mobile Customer, the
Licensees shall keep records of:

5.2.1. Opt-out Requests; and

5.2.2. Unsubscribe Notifications.

Other Obligations

The Licensees shall not send Licensee's Own Marketing Electronic
Communications to Mobile Customers between the hours of 9:00 p.m.
and 7:00 a.m.

The Licensees shall not use Mobile Text Messages to send Marketing
Electronic Communications to Mobile Customers encouraging them
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6.3.

6.4.

6.5.
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directly or indirectly, to call or send a short message or other Electronic
Communication to a Premium Rate Number.

The Licensees shall provide Mobile Customers with information and
resources to help them minimize the level and impact of Mobile Spam.
These shall include:

6.3.1. the provision of information on the Licensee’'s Mobile Spam
policies and programs;

6.3.2. advice on how to handle incidents of suspected Mobile Spam
through their respective customer services contacts, set out in
print or on their respective websites; and

6.3.3. the provision of Mobile Spam reporting facilities, including for
example, through their respective customer services contacts,
websites or by forwarding suspected Mobile Spam to the
Licensees via a "short code”.

Whenever it is technically possible, the Licensees shall provide message
handling and message classifications features for Mobile Text Messages
being sent.

The Licensees shall, where possible, allow their Mobile Customers to
accept or reject certain type of Mobile Text Messages (including for
example Electronic Marketing Communications and anonymous
messages) through functions accessed on their mobile handsets’
features.

7. Messaging Services Customers

&l

Tl

The Licensees shall ensure that all the requirements set out in the
Unsolicited Electronic Communications Regulatory Policy and in this
Annex are reflected in the terms and conditions of their Existing
Messaging Services Contracts and New Messaging Services Contracts,
as well as in any acceptable use policies.

Without prejudice to Article 7.1 above, and subject to Article 2.3,
Licensees shall, within 6 months of the date on which this Annex will
come into force, review and where appropriate, amend the terms and
conditions of their Existing Messaging Services Contracts, and any
acceptable use policies, to ensure that they are compatible with and
reflect the requirements of the Unsolicited Electronic Communications
Policy and this Annex.
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3.

Without prejudice to Articles 7.1 and 7.2 above, the Licensees shall
include the following provisions in all Existing Messaging Services
Contracts and New Messaging Services Contracts:

131,

7.3.2.

7.3.3.

7.34.

7.3.5.

7.3.6.

-5

The Messaging Services Customer shall not initiate, send, or
facilitate sending Mobile Spam.

Consent shall be sought from Recipients in accordance with the
provisions of the Unsolicited Electronic Communications
Regulatory Policy and this Annex before any Marketing
Electronic Communications are sent by the Messaging Services
Customer.

Effective Unsubscribe facilities shall be made available to
Recipients in accordance with the provisions of the Unsolicited
Electronic Communications Regulatory Policy and this Annex.

Mobile Text Messages containing Marketing Electronic
Communication shall not be sent between the hours of 9:00 p.m.
and 7:00 a.m.

The Messaging Services Customer shall not send a request to a
Recipient for Consent using Mobile Text Messages or voice
calls.

Marketing Electronic Communications using Mobile Text
Messages shall not be sent to Recipients encouraging them
directly or indirectly to call or send a short message or other
electronic communication to a premium rate number.

All of the Licensee’s Messaging Services Contracts shall provide
that the provisions of the Unsolicited Electronic Communications
Regulatory Policy and this Annex (including the provisions of this
Article) are incorporated by reference as terms into those
contracts, as applicable, and that it shall be a breach of those
contracts if the customer breaches any applicable provision of
the Unsolicited Electronic Communications Regulatory Policy or
of this Annex (including the provisions of this Article). Those
contracts will be provide that such breaches may give rise to
appropriate penalties or liquidated damages as appropriate, and
contract suspension and termination.
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10.

Monitoring and Protection Obligations

8.1.

8.2.

Licensees shall monitor their networks for signs of Mobile Spam and
take immediate practical actions to eliminate Mobile Spam.

Licensees shall provide practical protections for their Mobile Customers
from Mobile Spam and shall provide measures and mechanisms to
ensure this.

Implementation and Review

9.1.

9.2.

9.3.

Subject to Article 2.3, all existing Opt-in Procedures, Opt-out
Procedures, Subscribe and Unsubscribe facilities offered by Licensees
should be submitted to the TRA for verification and approval within one
month of the date of issue this Annex.

All future Opt-in Procedures, Opt-out Procedures, Subscribe and
Unsubscribe facilities which Licensees propose to offer should be
submitted to the TRA for verification and approval not less than one
month before they are due to be offered to Mobile Customers.

The TRA will continuously monitor the implementation and compliance
of this Annex and may require information and reports which shall be
submitted by the Licensee when required.

Effective Date

This Regulatory Policy shall be effective on the date of its issue.
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